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Introduction

The most vulnerable part of any system is the user. This is due to the fact

that social engineering is the easiest and most effective way to break into any

system. Not necessarily because the user is incompetent or not intelligent,
but because they may be unaware of the risks they face and the
consequences of not protecting themselves or their data. Because user’s are
the most vulnerable part of the system, it is not only in the best interests of
companies to secure user behavior, it is also in the user’s interest to secure
their own behavior because their data is also at risk.

Knowing that user’s are at risk how can we influence their behavior to
more positive cyber security actions? In this project, we addressed that
question in two ways. First, we developed an application, CyberAware, for
both Android and Apple mobile OS’s. The goal of this application is to
provide real time information to the user about cybersecurity issues around
them and provide warnings based off of their application usage, location,
and network connections. Second, we conducted a survey to test our
research model, which is adapted from The Theory of Planned Behavior,
includes Macovei Octav-Ionut’s addition of “Awareness” in the model, and
adds in the portion of Context-Based Information. The goal of the model is
to determine if context-based information is a strong determinant for user’s
awareness which in turn determines their intent to protect themselves and

their cybersecurity behavior.

Hypotheses
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Hypothesis 1: Users’ intention to protect themselves from cyber attacks

has a positive influence on users’ cybersecurity behavior.

<+ Hypothesis 2: Users’ awareness of the consequence and the need of
cybersecurity has a positive influence on their intention to protect
themselves from cyber attacks.

<+ Hypothesis 3: Users’ awareness of the consequence and the need of
cybersecurity has a positive influence on users’ cybersecurity behavior.

<+ Hypothesis 4: Users’ context-based information has a positive influence

on users’ awareness of the consequence and the need of cybersecurity.

Implementation

< News Source:

> News API: Free online API with 30,000+ sources.

> Used 19 sources that had cybernews or a tech focus: ABC News, CNN,
BBC, Bloomberg, Crypto Coins News, Fox News, Google News, Tech
Crunch, Tech Radar, NYT, The Verge, and Wired.

< Notifications:

> Article Recommendation Notifications:
m Based off of user’s search history and interests to determine which
articles they might be interested in as seen in Figure 2.
> Warning Notifications:
m Using APNS and FireBase send notifications when users are
accessing separate applications or when connecting to insecure

networks as seen in Figure 3.

| CYBERAWARE

New Recommendation
There is a new article for you based off of your
Interests, History, and Location. Come check it
out: Anonymised data isn't nearly anonymous

enough — here’s how we fix it

Figure 3: Warning Notification !
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Figure 2: Article

recommendation 10S.

| CYBERAWARE

CAREFUL /!

You are connected to an

insecure network! Try not to enter any personal
information such as passwords or credit card info.
Check our tips section for more information!

> The Onboarding process collects user information to use for

recommendations and progress tracking as seen in Figure 4.
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2-Factor Authentication

Security Questions

Http vs Https

Phishing

Check your wifi connection

Be careful when clicking on the links
in emails. Only open emails from
trusted sources and avoid entering
personal information in.i iOS:
Phishing attacks come in various
forms, the most common being calls,
ads, or emails.

% Calls:

Calls from unknown numbers
should immediately be suspicious. If
the call claims to be a government
agency such as the IRS and asks for
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personal information, that is a
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B &' to combt forelghthreats personal information unlessiitis a PRIVACY

trusted number and a trusted person.

:Ads: Location

When browsing the web ads are
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inconvenient. However, they are not
only inconvenient they can also be
dangerous. Ads are able to redirect
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Figure 5: Figures a-d show the iOS application’s a)Main Feed, b)
CyberTips, ¢)Tip View, d) Settings. E-h show the Android application’s
e)Main Feed, f)CyberTips, g) Tip View, h) Settings.
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Figure 1: Planned Behavior Model with Awareness and Context-Based
Information. Hypotheses located where they fit in the model following the
order given above.
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Figure 4: Figures a-b are the Android onboarding process and c-e are the
iOS onboarding process.
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Testing

Survey:

> Using Amazon Mechanical Turk we surveyed 100 people to test the
four hypotheses in Figure 1.
m Context Based Information.
m Awareness of the consequence and need of cybersecurity.
m Intention to protect from cyber attacks.
m Behavior that is active and positive towards cybersecurity.
> Participant information:
m Of the one hundred participants 52% were male and 48% were
female.
m The average age of the participants was 35 years old.
m More than half reported to be moderately familiar with
cybersecurity.
> The survey was separated into four categories based off of the
hypotheses.
m Each category had six questions and responses were measured on

a Likert scale.

Results

Out of the 100 participants thirty four were marked as outliers and
removed. From this we used the 66 participants data to fit our model seen
in Figure 6. There is a statistically significant (p<.01) relationship between
Context-Based Information and Awareness, Awareness and Intention, and
Intention and Behavior. Therefore, Hypotheses 1,2, and 4 are accepted.
Hypothesis 3 is rejected because the relationship between Awareness and

Behavior is statistically insignificant (p=.11).
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Figure 6: Behavior Model with statistical significance.

Conclusion and Future Work

Given that hypotheses 1, 2, and 4 are are statistically significant they are
accepted. Therefore, we can conclude that our addition of Context-Based
Information to the model is an accurate determinant for user’s Awareness.
The relationship from Awareness to Intention and Intention to Behavior
shows that the user’s awareness can have an indirect, positive influence on
their cyber security behavior. The application developed works as a proof of
concept to demonstrate how Context-Based Information can be
implemented in a mobile application.

Future work for this project includes fully implementing the
application, conducting a user study testing the effectiveness of the
application, publishing the application to the Apple and Google Stores, and

conducting a more refined survey for further model testing.
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